
TECH BRIEF: HOW SONICWALL 
SMA STOPS MALICIOUS FILES FROM 
ENTERING YOUR NETWORK

Introduction 
This technical brief discusses how SonicWall’s Secure Mobile 
Access (SMA) stops malicious files from entering your network. 
SMA integrates with Capture ATP, a cloud-based multi-engine 
sandbox, and extends automated real-time breach detection 
and prevention capabilities beyond the traditional corporate 
perimeter. This ensures that an organization gets the same level 
of protection for remote workers, vendors and contractors from 
any location.

How SonicWall SMA stops malicious files from entering 
your network

SonicWall SMA provides a secure file share mechanism that 
utilizes multiple security components to block malicious files 
while allowing only trusted users and endpoints, and clean files 
into the network.
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Components of a secure file share mechanism

https://www.sonicwall.com/en-us/products/remote-access/remote-access-appliances
https://www.sonicwall.com/en-us/products/remote-access/remote-access-appliances
https://www.sonicwall.com/en-us/products/firewalls/security-services/capture-advanced-threat-protection
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Clientless Access: 
Installing clients 
on every endpoint 
device is an IT 
overhead and not 
a viable policy in a 
BYOD environment. 
Users also get 
frustrated when a 
client or an agent 
needs to be installed 
in order to perform 
routine tasks. This 

becomes a challenge when those users do not have the admin 
rights on their devices. With browser-based HTML5 clientless 
access, users do not need to install any client. Users simply open 
their choice of web browser and login to a secure access portal, 
which encrypts the session with strong SSL/TLS.

Strong Authentication: SonicWall SMA supports industry 
standard authentication methods that use RADIUS and Kerberos 
for campus-hosted applications, and SAML 2.0 for cloud-hosted 
SaaS applications. In addition, the solution can be configured to 
integrate with user directories such as LDAP and a SAML IdP to 
provide federated single sign-on from a single URL to both on-
campus and cloud applications. For added security, the solution 
can chain authentication methods and seamlessly integrate with 
leading multi-factor authentication technologies. The login event 

into the secure access portal ensures that the user has gone 
through strong authentication mechanisms.

Endpoint Profiling: The endpoint control feature for SMA 
allows the administrator to enforce granular access control rules 
based on the health status of the connecting device. Prior to 
granting access, mobile devices are interrogated for essential 
security information such as jailbreak or root status, device ID, 
certificate status and OS versions. Laptops and PCs are also 
interrogated for the presence or absence of security software, 
client certificates, and device ID. Devices that do not meet policy 
requirements are not allowed network access, and the user is 
notified of non-compliance. 

Access Control: With SMA, IT can enforce granular access 
control policies based on the type of user (employee, contractor, 
partner or vendor), device being used, application being accessed 
and location of access. When the user logs in, SMA checks the 
groups and attributes to present the network share and the 
applications the user has access to. To provide network file share 
access to remote users, IT can configure a dedicated network 
drive that is segmented from other part of the network.

Intuitive UX: User experience is a critical component when 
it comes to security and productivity. SMA utilizes a modern 
HTML5 file browser that provides users with an intuitive 
experience that is similar to popular public cloud file share 
services. This familiarity enables productivity with ease of use.

SMA integrates with 
Capture ATP, a cloud-based 
multi-engine sandbox, and 

extends automated real-
time breach detection and 

prevention capabilities 
beyond the traditional 
corporate perimeter.

Files uploaded using HTML5 file browser are scanned by Capture ATP for ransomware and 0-day threats.
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File Scanning: When the user clicks on the share drive, the 
HTML5 file browser allows the user to navigate the folder 
structure. SMA provides a drag-and-drop experience to upload 
files into the network share drive. When the user uploads a file 

into a particular folder, the file is scanned by our cloud-based 
multi-engine Capture ATP sandbox for malware and zero-day 
threats. The verdict is delivered in near real-time, and suspicious 
files are rejected. 

Capture ATP file scan reports are available with detailed user session information.

CMS records all Capture ATP related activity to event logs

Network Visibility: The central management server (CMS) for 
SMA provides reporting and monitoring capabilities including 
Capture ATP test results and session information (such as user ID 
and IP address). In addition, when the solution is deployed with 

SonicWall NGFW, SMA shares the session information with the 
firewall. This provides end-to-end network visibility, and enables 
audit trail for reporting and compliance. 

https://www.sonicwall.com/en-us/products/remote-access/remote-access-management-reporting
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With all these components in place, SMA with Capture ATP 
delivers a secure file share mechanism that allows only fully 
trusted users and clean files into the network.

Conclusion
It is important to enable and empower the mobile workforce. 
The ability to collaborate and share files is a key use case 
for remote teams comprised of mobile workers and external 
contractors. Providing everyone with full VPN access into 

corporate network is not a good security practice. And any 
restrictive security policies gives rise to bad security practices 
and shadow IT. Organizations need to deploy security solutions 
and define policies that enable workforce productivity. SonicWall 
SMA with Capture ATP enables organizations to provide the 
same level of protection for remote workers, vendors and 
contractors from any location.

To learn more, visit: www.sonicwall.com/sma

http://www.sonicwall.com/sma
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SonicWall is a trademark or registered trademark of SonicWall 
Inc. and/or its affiliates in the U.S.A. and/or other countries. All 
other trademarks and registered trademarks are property of 
their respective owners.

The information in this document is provided in connection 
with SonicWall Inc. and/or its affiliates’ products. No license, 
express or implied, by estoppel or otherwise, to any intellectual 
property right is granted by this document or in connection with 
the sale of SonicWall products. EXCEPT AS SET FORTH IN THE 
TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE 
AGREEMENT FOR THIS PRODUCT, SONICWALL AND/OR 
ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER 
AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY 
WARRANTY RELATING TO ITS PRODUCTS INCLUDING, 

BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, 
OR NON- INFRINGEMENT. IN NO EVENT SHALL SONICWALL 
AND/OR ITS AFFILIATES BE LIABLE FOR ANY DIRECT, 
INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR 
INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, 
DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION 
OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR 
INABILITY TO USE THIS DOCUMENT, EVEN IF SONICWALL 
AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES. SonicWall and/or its 
affiliates make no representations or warranties with respect to 
the accuracy or completeness of the contents of this document 
and reserves the right to make changes to specifications and 
product descriptions at any time without notice. SonicWall Inc. 
and/or its affiliates do not make any commitment to update the 
information contained in this document.

About Us

SonicWall has been fighting the cyber-criminal industry for 
over 25 years, defending small, medium size businesses and 
enterprises worldwide. Our combination of products and 
partners has enabled a real-time cyber defense solution tuned to 
the specific needs of the more than 500,000 global businesses in 
over 150 countries, so you can do more business with less fear.

If you have any questions regarding your potential use of this 
material, contact:

SonicWall Inc. 
5455 Great America Parkway 
Santa Clara, CA 95054

Refer to our website for additional information.  
www.sonicwall.com
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